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The world is deaf to its most pressing threats – that much was clear to all
roundtable participants.* Possible explanations were shared, including a
short-termist bias inherent in our political systems, inertia in large
organizations, and a lack of recent experience on large-scale failure.
The prospect for large-scale, systemic risks may lead to either growing axial
stress, or large-scale systemic failure. While societies, much like living
organisms, have evolved towards ever increased complexity, our species’
minds have remained “tribal” and innately short-termist, failing to appreciate
the magnitude of threats as well as intrinsic vulnerabilities.
Drawing from their own experience of working with governments,
international organizations, academia, the insurance industry and the NGO
community, participants sought to identify obstacles in political, economic,
financial, and cultural spheres which effectively hinder LS-SR awareness and
preparedness.

Ideas are gaining traction however, participants highlighted developments at
the UN level, the OECD, the European Commission, and low-level networks.
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Different proposals for bringing more people “to the table” and
strengthening GGI’s role included:
•

•
•
•
•
•

Connecting with more “receptive” communities (scientists, the military,
central banks, community-level resilience initiatives) to establish an LS-SR
network
Targeting countries with relatively higher preparedness levels such as
Switzerland, Japan
Framing the discussion in “security” terms
Promoting simulation games, work on scenarios
Testing ideas with the Start Network in the UK
Exploring means of communicating LS-SR to a wide audience using social
media, multimedia

CURRENT STATE OF AFFAIRS
How are governments and others preparing for systemic failure?
Based on recent discussions held with former Ministers of Defence,
contingency agencies, high-level officials in the UK, Sweden, Switzerland and
the US; cyberattacks, AI, nuclear tensions were considered to be the most
pressing threats. The Electric Infrastructure Security (EIS) Council, in terms of
preparedness, was perhaps the most qualified organism seeking large-scale
systemic preparedness, albeit on energy issues only.
In light of the potential impact of systemic risks, it was seen as surprising, for
example, that so many in the insurance and re-insurance sectors paid
relatively little attention to avoiding failures rather than just improving
systems.
This was a clear example where far more work should be undertaken, in order
in the case of the insurance industry to take the necessary steps to prepare
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for the next crisis – a crisis that may look very different than that experienced
in 2008.
We have developed over time a significant
level of institutional dependence, nuclear
tensions in the cold war era being one
example. Preparedness at large was almost
non-existent, limited to leaflets
governments were handing out. Yet our
reliance on institutions was and remains
very strong. People historically had a sense
of self-preparedness. This began to
change with the growth of institutions that
ostensibly took charge of such
responsibilities. Today, we have for all
intents and purposes outsourced
preparedness to institutions around us.
This reflects an interesting paradox
between people’s widespread perception
that governments will take care of them on
one hand, and the ever-growing distrust
felt towards policy-makers in advanced, Western countries since WWII. Our
perception of risk is very much related to the cultural contexts we evolve in,
for instance, bombings in WWII were “normalized” in people’s perceptions, in
the same way the risks involved in driving a car are normalized today.
Switzerland offers an example of the sorts of institutional barriers that have to
be overcome when seeking ways to deal with systemic risks. In this case, the
finance department has responsibility over financing infrastructure protection,
while it is the defense department which set the critical infrastructure strategy.
The canton vs. federal separation adds further complications. No unit at the
federal level in Switzerland looks at systemic risk, and there are no coherent
approaches at the canton level.
Ecological and social systems are closely linked. From the disappearance of a
species, to a change in political regimes, systems go through adaptive cycles,
including stability, tipping points, collapse, reorganization. Therefore, one
should not assume that organizations and systems will be fixed entities, but
rather that they too will go through adaptive cycles over time. While systems
and organizations can adapt rapidly, it nevertheless could prove important to
explore the consequences of changing the entire structure of how we
organize ourselves. In that context, it was interesting to note that despite a
political vacuum, Somalis had a highly effective mobile phone system without
a federal government communications commission to oversee it.
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Therefore, in a context of escalating systemic risk, where institutions are
constrained and modelling is problematic, where a cultural narrative is
lacking, what may one do to enhance preparedness.
The Club of Rome’s 1972 “Limits to
Growth” report, which could have shifted
mindsets and triggered action was in
practice largely ignored.
Large-scale systemic risk falls far beyond
policy-makers’ comprehension,
the focus remaining on mitigation, e.g.
building fences to prevent floods. The
critical issue is the widespread perception
that preparation efforts crowds out efforts
to solve the problems, i.e. mitigation and
preparation are not seen as
complementary, but contradictory.
Preparation talks run against “you are giving up” arguments, even in the face
of well-advanced problems.
At the same time one has to avoid limiting risk analysis to unidimensional risk
drivers such as the Green New Deal. The Green New Deal wagon is
potentially dangerous since it only focuses on carbon reduction, while
environmental breakdown concerns a wide range of other aspects, from
biodiversity loss to soil degradation, ocean acidity levels, etc..

What is and is not being done?
If the 20th century was about competition, the 21st century would be about
managing complex systems, building a narrative which will integrate
economics, society, and the environment. The OECD’s New Approaches to
Economic Challenges (NAEC) tries to advance this agenda, and there is
interest from the European Commission on doing a horizontal systemic
resilience project.
The US Army Corps of Engineers is developing integrated approaches to
resilience at community level. These are particularly focused on the recovery
part, so swift action can be taken when things go wrong. Within the OECD,
resilience is conceptualized at three different levels: physical, information
systems, and social (societal). Most of the resilience work in the organization
is concerned with planning and preparing – that is, preventing – rather than
adapting.
The OECD’s NAEC unit for example, implements new approaches to
economic challenges, focusing on new tools and techniques to make sense
of a wide range of economic and social phenomena. Digital innovation is
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opening up new possibilities for data generation and policy analysis that
need to be explored and mastered.
By drawing attention to complexities, interconnected challenges, the tools
and techniques needed to understand them, seeks to move the discussion
forward, but the interest in the realm of economic policy-making is limited.
Some OECD members (e.g., the US) strongly oppose further work in this area,
arguing it does not fit the OECD’s mandate. By implication, policy
communities continue to work in silos. In that sense, the neoclassical
economic view – general equilibrium model, exogenous shocks, selfregulating markets – is very much entrenched. Putting a price on carbon for
instance should solve the climate change problem. Similarly, the resilience
discussion under the German G20 presidency was mostly restricted to the
use of financial buffers.
More generally, there is a clear bias for positive spin prevailing at government
level and in the OECD. However, there are at least three groups that
appreciate the challenge and are more receptive to the reality of dealing with
large-scale systemic risks:
•
•

•

the scientific community, where the move toward more interdisciplinary
approaches is already there
central banks, with their recent experience of 2008 -- the Bank of England
in particular as a frontrunner in considering for instance the climate
dimension
the military, which is used to considering large-scale, threats (the US is a
good example).

EU countries and Japan are the biggest supporters behind NAEC’s work.
Japan in particular has experience of systemic shocks, making it more open
and receptive. Crisis management in Japan, however, is very much a topdown process. In the case of the Fukushima disaster, for example, three
senior government officials led the communication and response efforts. The
country is a good example in prevention, rather than response, the opposite
is true in Switzerland, while Germany is good in ad hoc responses (e.g. flood
crisis management in recent years).
Also at EU and NATO levels there appears to be a recognition of the need to
cooperate and share in the face of large-scale risks, and in the case of the
former, the production of guidelines on resilience for the latter in the past few
years. The UN’s annual GAR report (Global Assessment Report on Disaster
Risk Reduction) addresses the topic of systemic risk for the first time this year
(2019 report), devoting a chapter (“Chapter 2: Systemic risks, the Sendai
Framework and the 2030 Agenda”), making the case for increased coherence.
However, other UN bodies such as UNDP and UNOCHA may be less inclined
to pick up these sorts of challenges.
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In the United Kingdom, the IPPR’s (Institute for Public Policy Research)
environmental breakdown project has opened up a new domain of risk,
where, according to various analysts, environmental degradation compounds
all other types of risk, resulting in a higher frequency of crises and contagion
ripple effects. The UK faces a number of possible crises in the form of food
price shocks, a dramatic rise in the number of refugees, augmenting chances
of conflict. There is a critical need for conceptualizing this new domain of risks
today, so that twenty years from now the next cohort of political leaders is
better-equipped at facing the challenges.

At the same time, as attested by the exponential growth in urbanization,
human beings are increasingly disconnected from for example the realities of
food and energy supply. Governments should be ‘responsibilizing’ people,
and look to ‘whole of society preparedness’. In this regard, in Sweden the
government is communicating directly with the population, in Germany and
Baltic countries similar steps have been taken as well.
There seems to be a Chinese vision on reshaping the rules of the
international system, although at this stage it is not clear what it may be. The
Chinese government exerts much central control over the population, e.g.
surveillance, censorship, yet it did not prevent the recent CFC emissions
scandal. Stability in China is paramount, hence the government’s position on
the economic efficiency vs. environmental stability trade-off is a very
interesting one to monitor.

How to advance the subject matter?
One of the underlying problems is the lack of common terminology which
brings together the scientific community and other actors. A common
language is essential so that we may understand each other. The term,
resilience, is a case in point. One sector’s understanding of the term such as
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that of the private sector is most likely to be different from the understanding
of the humanitarian sector.
In a related vein, it, too, would be important to tailor communications to
complement people’s understanding of risk, based on their daily lives, for
instance, explaining what a blackout may entail practically, bringing
understanding ‘closer to home’. Discussions need to appeal to a wider
audience than merely the crisis, risk management community. Social media in
this regard might also be of help. Perhaps online communities such as
Facebook have a role to play. Even video games might provide a tool for
conveying the type of catastrophic systemic failure the GGI is considering.
Cooperation as much as coordination should be considered, although
informal networks may not be totally trustworthy in times of big crises.
Coordination in cases of large-scale and complex crises would be paramount.

One also needs to focus on ways to prioritize decisions on resource
allocation. For example, does it make sense to build a number of wind
turbines seeking to ‘solve’ climate change, while we could allocate such
resources to strengthening water and electricity networks in cities? Ways
need to be found to prioritize risk management in a societal context. With
such objectives in mind, the GGI might wish to consider developing its own
scenarios, including best case and worst-case baselines.
A key step forward as well was to look at risk management from a ‘whole of
society’ perspective. This should include the shifting of trust toward lowerlevel communities and community groups, while recognizing that
governments and intergovernmental organizations play a critical coordination
role.
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Bringing these perspectives together could be one of the roles of the GGI.
Using GGI’s systemic, integrated approach to complex risk management,
scenario building could be one of the core areas GGI could work on.
Scenario-building can be a strong tool. IPCC’s evidence-based scenarios for
instance played a big part in shifting the way policy-makers thought about
climate change. The GGI could select 3 or 4 scenarios which it deems most
likely to happen.
A range of relevant examples of risk management simulation games clearly
exist. In the 60s, at the height of nuclear tensions in the British government,
simulation models were used. Switzerland had a whole blackout-themed day
on television in 2017 with different scenarios presented in 10 to 30-minute
episodes. In Sweden, the Swedish Civil Contingencies Agency (MSB)
developed a reality television show premised on the possibility of a largescale blackout. The precedents are there.
At the same time, in light of the GGI’s leading objective to help bridge the
gap between types of risks we face and corresponding levels of
preparedness, the GGI will very much depend on our ability to form
partnerships and obtain funding.

GGI’s ideas can also be tested on a range of potentially interested
organizations and networks. The UK’s Start Network, which is made up of 42
aid agencies, including large international as well as national NGOs might
offer an opportunity for testing GGI’s scenarios as well as concepts.
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*

Organizations represented:

Barrister – specializing in banking, global financial regulation, London
Centre on Conflict, Development and Peacebuilding, Graduate Institute,
Geneva
Centre for Security Studies, ETH Zurich
Geneva Global Initiative, Geneva
Institute for Public Policy Research – London
King’s College, London
New Approaches to Economic Challenges, OECD, Paris
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